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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
TR 22.804: "Study on Communication for Automation in Vertical domains (CAV)"

[2]
TR 22.821: "Feasibility Study on LAN Support in 5G"

[3]
TS 22.261: "Service requirements for next generation new services and markets"

[4]
TS 22.104: "Service requirements for cyber-physical control applications in vertical domains"

[5]
TR 23.734: "Study on enhancement of 5GS for Vertical and LAN Services"

[6]
TR 33.819: " Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services"

[7]
TR 23.725: "Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5G Core network (5GC)"

[8]
S1-183113  CR on "Support for security requirements based on FS_CAV"
3
Rationale

4
Detailed proposal

START OF CHANGE

4
Security aspects in the 5G System to enable enhanced support of Vertical and LAN Services 
Editor’s Note: This clause contains a high-level overview of the Vertical and LAN Services features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
The following set of security requirements has been proposed in CR S1-183113 [8] (for SA1#84) to be added to TS 22.261.

· Authentication

The 5G system shall support a suitable framework (e.g., EAP) allowing alternative (e.g., to AKA) authentication methods with different types of identities and credentials to be used for UE network access authentication in non-public networks.

NOTE:
 Non-public networks can use 3GPP authentication methods, identities, and credentials for network access but are also allowed to utilize non-AKA based authentication methods such as provided by the EAP framework.

· Data security and privacy

The 5G system shall support data integrity protection and confidentiality methods that are optimized for URLLC and energy constrained devices. 

The 5G system shall support a mechanism to verify the integrity of a message as well as the integrity of the sender of the message.

The 5G system shall provide a mechanism for denial-of-service prevention.

The 5G system shall support encryption for URLLC services within the requested end-to-end latency.  

Resulting from TR 23.734 and above generic security requirements, the following security interest has been identified and may be addressed by this technical report:

	Current set of key issues 

listed in TR 23.734
	Security interest / implications &

identifying potential key issues for SA3 TR 33.819

	Key Issue #1: Network discovery, selection and access control for non-public networks
	Access control and authentication are related security topics. Authorization of the UE usually will be determined, when the UE tries to attach to a network and attempts to authenticate. A UE should know how to discover the network it wants to access and how to authenticate the network and get itself authenticated. If a UE wants to access the NPN, it must be clear which authentication methods to use. SA3 may want to study, which authentication methods are suitable in the NPN environment, and which identifiers and credentials are needed for them.

	Key Issue #2: Network Identification for non-public networks
	The key issue studies network identification for non-public networks. This is an architectural concept and no security implications are foreseen. It is assumed that the UE is provisioned with network identification and access credentials, though there is no security procedure is involved in this stage.

	Key issue #3: Enablers to support Time Sensitive Networking (TSN)
	The support for Time Sensitive Networking (TSN) in 5G System may introduce new security challenges due to very low latency. SA3 may study as part of SID URLLC whether crypto as currently specified in Rel-15 can fulfil these requirements by TSNs. 

	Key Issue #4: Support of 5G LAN-type service
	A 5G LAN-type service is for example, in the enterprise environment, if equipment like smartphone, laptop may communicate with each other within a 5GLAN Group. The 5GLAN Group may be dynamically created by an operator or possibly requested by Application Function via service exposure.

	Key Issue #5: Support of 5GLAN communication
	Key issue about support of efficient 5GLAN communication, including IP-type 5GLAN communication and Ethernet-type 5GLAN communication, between two or more UEs within a 5GLAN group.

	Key issue #6: Accessing PLMN services via non-public networks and vice versa
	If a UE is authorized to use both a Public PLMN and non-public networks, it should be studied whether specific adaptation for authentication in handover scenarios is needed for the UE to obtain service continuity for services offered by Public PLMN via non-public network and vice versa. In particular, how to secure the switch between the two networks? How to make sure that only authorized UEs can switch between the two networks? How to provide access to Public PLMN offered services (e.g. voice services) while accessing the non-public network.

It is assumed that the UE requires the credential needed for Public PLMN in order to access and obtain Public PLMN offered services. Similarly, it is assumed that the UE requires the credential needed for non-public network in order to access and obtain non-public offered services.

SA3 may want to study the security implications for authentication, if the UE is able to remain registered in both a PLMN (using the credential needed for Public PLMN) and a non-public network (using the credential needed for non-public network) when NR is deployed in both the PLMN and the non-public network.

Also, the possibility to register in both networks raises the question, if the current Rel-15 approach of primary authentication to a PLMN and then using secondary authentication to a data network is applicable for NPNs.


From above analysis of SA1 security requirements and SA2 key issues, the following key issues have been identified to be tackled with the highest priority within this SA3 study:

· Primary authentication to a NPN using EAP.

· Primary authentication to a NPN using 5G Rel-15 authentication methods

· Primary authentication to a NPN using alternative authentication methods than specified for Rel-15 for devices that do not support IMSI based SUPI
· Accessing PLMN services via non-public networks and vice versa 
· Verification of the integrity of a message 

· Non-repudiation of the sender of a message
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